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AXACT BENEFITS WHITEPAPER

About AXACT

TR-369 / USP & TR-069 Protocol Stack

AXACT provides a fully Broadband Forum (“BBF”) standards compliant TR-069 and TR-369 /
USP Agent management solution. This commercial product allows to enable almost any kind of
device or application to securely and efficiently receive configuration or be monitored via the
corresponding management or monitoring systems. As a long term principal member of the
BBF, Axiros stays at the helm of the standards evolution and provides several feature releases

per annum for the whole AXACT package to allow customers to stay up-to-date with the latest

standards and secure their investment.

To learn more about the technical details, please visit our product website or contact us at

sales@axiros.com.
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Built-in Expertise

With over 10 years in the making, running on millions of devices in the field and coming
directly from the authors of various Broadband Forum specifications, it’s almost impossible to
have any better experience. We’re vigorously and continuously contributing to the standards
and AXACT plays a vital role in ensuring that the specifications can be implemented and used
in real applications. We’re happily sharing our expertise and the software built on it with our
valued customers to give them a competitive edge.

Concurrent USP and TR-069 Protocol Support

AXACT is the only offering on the market supporting both TR-069 and USP protocols within a
single implementation, concurrently and without additional effort. This is ideal for migration
scenarios or if you are a device vendor and want to appeal to customers with both traditional
and the most-up-to-date infrastructure.

Extensive Features

However, we do not stop on the most basic protocol level support but implement the full
specification in the latest versions wherever possible. That means that for TR-069 you can
expect to see all standard features and also custom RPCs and XMPP connection request
support built right in. For USP you will be delighted to see all the useful MTPs, End-to-End
session context and a lot of USP data model features like certificate handling, various
commands, permissions and more supported out of the box.

Documentation

As any good software should, AXACT comes with a manual written by experts, explaining the
software, protocols, features and the integration process. Having just under 200 pages
(excluding API documentation!) and rich in diagrams, it’s a go-to resource for TR-069 and USP
usage.
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Highly Portable Source Code

AXACT is always delivered as source code and we take great care and pride in the fact that
when it comes to portability in a device management stack, it really is second to none. The
devices targeted by our customers are as diverse as nature: Linux, BSD, macOS, Windows,
Android, iOS, proprietary OSes — out-of-the-box AXACT runs pretty much on any system with
a POSIX compatible environment and for which a C (cross-)compiler exists. We also rely on
the great CMake build system to make (cross-)compilation as seamless and comfortable as
possible.

Few External Dependencies

Tired of getting a lot of external libraries compiled and installed for your target device? We are
too! This is one of the reasons (the other being resource usage of course, but more on this
later) why we reduced our external dependencies to the absolute minimum and offer choices
where we can. The only external dependencies we have are a TLS library (OpenSSL or
compatible API, or mbedTLS) and libevent2. That’s all.

Resource Efficiency

We do care about resource efficiency as well. A good device management implementation
should make your life easier and ideally be invisible in terms of footprint. Small binary sizes and
minute runtime requirements are important aspects of maximizing the use of a management
agent on a system. If the agent slows down the system (or even worse: doesn’t fit), the
solution causes more trouble than benefit and will not result in the desired customer
satisfaction. We have spent many years to optimize every aspect of the software so you don’t
have to.

Integration into Existing Software

You don’t want to run your management protocols in a standalone application but need to
integrate it with other software or directly into the operating system? Excellent, because
AXACT is flexible: the main code compiles into a library which can easily interface with other
programming languages (Lua, C++, Python, Java, Swift, Objective-C, Rust are some our
customers frequently use) and integrate into your software, whether into a smartphone app,
desktop application, device configuration/service manager or operating system.
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Data Model Code Generation

Designing or defining a data model for your application is a labour intensive task and manually
coding on top of it all is extremely arduous and error-prone work. This can potentially increase
the risk of unstable and/or insecure implementations (think of a satellite modem somewhere in
Antarctica going into a reboot loop due to a faulty device management client and taking a
whole expedition offline, brrr). The Broadband Forum publishes a standard called TR-106
which defines a schema for data models and tools to work with them too. Every data model
coming out of the Broadband Forum (TR-181, TR-104, TR-135, ...) adheres to this standard
and is processable with the tools. Axiros utilizes these official tools allowing us to compile a
validated data model directly into highly efficient C code, including all the type information
contained in the data model. This not only allows AXACT to automatically provide an exact
representation of the defined data model but also allows the implementation to verify as well
as normalize all data going in or out of the device according to it, without having anyone to
write a single line of code. It also means that the exact same tools are available for your design
work and you get nice reports out of it, which you can use to discuss data models with
stakeholders and customers without requiring from them data model expertise and or making
a lengthy tutorial to understand any made up custom format. Since regenerating and using the
generated code is a breeze, this also massively reduces the roundtrip time between data
model iterations, down to minutes if needs be.

Data Mapping

After the data model, the second most crucial part of the overall implementation is the data
mapping, which connects the data model to the actual configuration and data in the system.
We have a very sophisticated implementation, also supported by the code generation process,
to reduce the leg work considerably. However, in the end someone needs to tell the software
which data goes (or can be found) where exactly in the system, which is by far the biggest
task for you, since everything else in AXACT “just works”™. That does not mean though that
we’ll leave you alone here! Together with the generated data model, we also provide you with a
full data mapping implementation which only needs to be filled with your custom mapping and
can be done incrementally. Out of the box and at any time, you will have a compiling and
running implementation which can be used and tested. And because we want you to make
quick progress and finish the whole implementation in no time, we also provide a fantastic set
of convenience functions to make your work as simple and quick as possible.
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Example Frontends

You do not want to integrate with other software but run standalone applications? That’s great
too! AXACT comes with many fully featured standalone applications you can modify and use
as you please. They also allow you to test all aspects of your device management without
worrying about the finalization of the integration into your target device firmware.

Available Unit Tests

Of course you don’t just have to take our word for it, when we talk about quality of
implementation. Our software comes with scaffolding for the cutter unit test framework and
hundreds of included test cases: from basic helper functionality over our mighty data model
features up to real protocol tests to ensure everything is verified and new features or
customizations don’t mess up the software. Of course our customers do like the ability to
easily add their own tests for even wider coverage. As a special feature, these unit tests also
include all tests from the BBF TP-469 USP Conformance Test plan.

Quality Assurance

All source code handed out by Axiros is extensively tested and packaged by our continuous
integration system. Not only do we compile and run unit tests on a variety of Linux
distributions in different versions, we also cross-compile to Windows and 32bit systems, have
a number of additional functional tests and an array of source code analysis tools mercilessly
flagging even just a hint of trouble with every change before allowing the packing process to
create an archive. We're happy to provide our customers with a summary report of this
process for each archive we hand out.

First Class Support and Professional Service

Arguably one of the biggest benefits of working with us is that you will receive the best support
available in the industry directly from the product developers and BBF standardization experts
(and for us that means being involved in standardization and personally having contributed to
the standards in some shape or forml). We’'d be happy to help you optimize your
configuration/service management, design data models, talk about best practices in real world
deployments and expectations, and walk you through the protocols and standards. Tell us
what you need and we’ll make it happen!
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Any Device. Any Protocol. Any Service. Any Time.

We Manage all THINGS

Axiros GmbH — HQ Munich

Altlaufstrasse 34 info@axiros.com
DE - 85635 Hoehenkirchen WWW.axiros.com




